University of Budget DataM art

Connecticut

How to Configure Internet Explorer 7 for the Hyperion Web Client

This Guide isto be used with computers that are:
e Using Internet Explorer (IE) 7
e Windows operating system XP service pack 2 or 3
e Vistaoperating system

To Begin, please open IE7 to the new BDM homepage

L 4

WWW.BDMHY PERION.UCONN.EDU

P

Confirm or changing the settings

*

e Open Internet Explorer (IE7)

e From the menu bar select Tools/Internet @® T
OptlonS JF|Ie Edit  View Favorites | Tools Help

L n - Delete Browsing Histary...
'Lr\? "1'11"1’ jé Budget DataMart |

. . -up Blocke:
The following screen will appear.... vt .

Internet Options 2lx Manage Add-ons »

General |Security I Privacy I Conkent | Conneckions I Programs I Aidvanced | Subscribe ba this Feed..,
Feed Discovery. 2
Home page windows Update

Ta create home page tabs, type each address on its own line. -
Wwindows Messenger

Diagnose Connection Problems. ..
LI Send ko Onehloke

e

EEp ) fwan, budgetmart, uconn, eduy

Sun Java Consale

Lse current Use default | Use blank |

Browsing history

d Delete temparary files, history, cookies, saved passwords,
| . -
) and web Form information.

Delete. .. | Settings |
Search
p Change search defaults. Settings |
Tabs
Change how webpages are displayvedin Settings |
kabs.,
Appearance
Cplors | Languages | Fonts | Accessibility |
QK I Cancel | Apply |
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http://www.bdmhyperion.uconn.edu/

I nternet Options— Security Tab

Select the Security tab. The following screen will appear....

General  Security |Privacy I Content | Connectionsl Programs I Advanced |

Select a zone to view or change security settings.,

Internet Local intranet  JEEEERENE  Restricked
sites

Trusted sites y
,f ’ . . Sites |
y This zone contains websites that you

\‘i’ trust not bo damage vour computer or
wour files,
¥ou have websites in this zone,

—Security level For this zane

Custom
Custom setkings,
- To change the settings, dlick Custom level,
- To use the recommended settings, click Default level,

Custarm level... Default level |

Reset all zones to default level |

’TI Cancel | Apply |

4

=
e Sdlect the Trusted sitesicon Trusted stes

e Click onthe Sites st |putton
The following dialog box will appear....

Trusted sites |

¥ou can add and remaove websites from this zone. All websites in
~‘f this zone will use the zone's security settings.

add this website to the zone:

Websites;

Add
REmayve I
Require server verification (https:) Far all sites in this zane

Close |

. (uncheck) the box for “Require server verification (https:) for all sitesin this
zone’
e Inthe“Add this Web site to the zone:” field, enter
o https://hyperion.uconn.edu
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0 Select the Add button
o https://login.uconn.edu
0 Select the Add button

The dialog box should look like the following

47 ‘ou can add and remave websites from this zone. All websites in

\_.('

Add this website to the zone:

Websites:

https:/ thyperion.uconn.edu

https: | flogin.uconn, edu

[ require server werification ¢https: 3 for &l sites in this zone

this zone will use the zone's security settings.

Close

e Click the CLOSE button

Continuing in the Internet Options Security tab
e Select the Custom L evel button
e Scroll down to the settings group “ActiveX controls and plug-ins’
e Find the setting for “Automatic prompting for ActiveX controls’
e Enable must be selected. See the example below.

— Setkings

x|

|#| Activel controls and plug-ins -

¢ Allowr previously unused Ackivel contrals to run without pram
() Disable
() Enable
¥ Allow Scriptlets
(%) Disable
{3 Enable
) Prompk
|# | Aubomatic prompting For Activer controls ]

O Disable
@

\#| Binary and script behaviors
{3 Administrator approved
{2 Disable
(¥ Enablz

| 41 Pierda widen and animation on = |J\|n|in.=r|n Fhat dnee nnk jll
4 »

*Takes effect after vou restart Internet Explarer

—Reset custom setkings

Reset to: IMedium (default) j Regset. .. |

ok I Cancel

e Scroll down to the settings group “Downloads”
e Thesettingsfor:
“Automatic prompting for filedownloads’ and

(0]
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o “File Download”

e Enable must be Selected for both. See the example below.
x|

— Settings

e Downloads ;I
32 Automatic prompting For file downloads
) Disable
(=) Enatble
,3-'3 File download
) Disable J
[OFEnable
=¥ Font download
) Disable
(=) Enatble
O Prompt
,9'3 Enable .MET Framework setup
{2} Disable
{*) Enable
=) Jawa WM

P -
=1 lawa nerriccinnc
| | 3

*Takes effect after vou restart Internet Explorer

—Reset custom settings

Resetto!  [Mecium {default) | Reset... |
(o4 I Cancel |

e Scroll down to the “Miscellaneous’ settings group

e Findthesetting “Allow script-initiated windows without size or positions
constraints’

e Enable must be selected. See the example below.
|

— Setkings

& | Miscellaneous ;l

2| Access data sources across domains

(%) Disable

{3 Enable

{3 Prompk
g‘ Allovs META REFRESH

{2 Disable

(%} Enable J
& Allow scripting of Internet Explarer web browser control

(%) Disable

O Enable

2| Bllow script-initiated windows without size or position constra
{2 Disable

& Allow webpages to use restricted protocols For active canten
-

‘ | 4 Nicahle | LI_I

*Takes effect after you restart Internet Explorer

—Resek custom settings

Besetto:  [vedim (default) =l Reset... |
ik I Cancel |

e Continueto scroll down in the “Miscellaneous’ settings group
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e Find the subgroup “Websitesin less privileged web content zone can navigate into
thiszone”

e Enable must be selected. See the example below.

]

—Setkings

& Use Pop-up Blocker :I
) Disahle
{2 Enable

&| Userdata persistence
O Disable

&) Frahle
& | Wehsites in less privileged web content zone can navigate n}

O Disable
{3 Enable
O Prompt
=] Scripting
& | Active scripting
) Disable
(@ Enable

O Prompt
I = allmiw Pravararmmatic clinkonard arcecs I _ILI
4 4

*Takes effect after vou restart Internet Explorer

— Reset custom settings

Besetto:  [vedium (default) =l Reset... |

e Click OK and Yes; you want to change the settings for this zone.
warningt x|

|ii Are wou sure you wank to change the settings For this zone?
")

I nternet Options—Privacy Tab

Select the Internet Options Privacy tab. The following screen will appear....
e Confirm that the Turn on Pop-up Blocker box is checked
e Click on the Settings button.
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Generall Security  Privacy |Content | Connectionsl Programs I Advanced |

Settings
?: Select a setting for the Internet zone,

T Medium

- Blocks third-party cookies that do not have a compact
privacy policy
i - Blocks third-party cookies that save information that can
N - beused to contact you without your explicic cansent

i - Restricts First-party cookies that save information that
can be used to contact wou without vour implicit consent

Sites | Imnport Advanced | Default |

Pop-up Blocker

@ Prewent most pop-up windows From Settings |

appearing.

Turn on Pop-up Blocker

QK I Cancel Apply

The following screen will appear....

In the box “Address of website to alow” Enter https://hyperion.uconn.edu
Click on Add

Close the dialog box

Pop-up Blocker Settings x|

— Exceptions

FPop-ups are currently blocked, “ou can allows pop-ups from specific
# | wehsites by adding the site ta the list below.

Addresz of website to allow:

I

Allowed sites:
* uzonn.edu Eemove
137.99.109.21
hyperion.uconn, edu Femaove all...

r Muotifications and filter level
[ Play a sound when a popup is blocked.
¥ Show Information Bar when a pop-up iz blocked.

Filter lewel:

ILDW: Allow pop-ups from secure sites j

Pop-up Blocker FAQ Cloze |

Y ou have just added the Hyperion server address.
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https://hyperion.uconn.edu/

I nternet Options— Advanced Tab

Select the Internet Options Advanced tab. The following screen will appear....
e Scroll down to the Security settings group.
e Findthe setting for “Allow active content to run in fileson My Computer*”
e There should be a check in the box [ . See the example below.
e Seect OK

Generall Security I Privacy I Content | Connectionsl Programs ~Advanced |

Settings

& Security ;I
Allowy active conkent From CDs ko run on My Computer®
Allow ackive conkent ko run in files on My Computer

[ Allows software ko run or install even if the signature is inve

Check For publisher's certificate revocation

[ Check for server certificate revocation®

Check for signatures on downloaded programs

[ Do not save encrypted pages to disk

[ Empty Temporary Internet Files falder when brawser is che

Enable Integrated Windows Authentication®

Enable native ¥MLHTTP support J

# Phishing Filker

) Disahle Phishing Filker

) Turn off auktomatic website checking | "|
3

4]

*Takes effect after wou restart Internet Explarer

Restore advanced settings |

Reset Internet Explorer settings
Deletes all temporary Files, disables browser Reset. .. |
add-ons, and resets all the changed settings. =

‘fou should only use this if vour browser is in an unusable skate,

’TI Cancel | Apply |

Close Internet Explorer and re-open, thiswill ensure that all of the above changes have been
applied correctly.

HINTS
1. If you have any added tool bars such as Y ahoo, Google, or others, you will need to
uninstall them or set them to not block pop-ups. The reason for thisis the logon box for
Brio (where you enter your login name and password) is a pop-up box.
2. Every time you logon to the Budget DataMart you will be presented with the following
dialog box. Click the Y es button.
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Security Warning x|

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current site: http:/ /www.budgetmart.uconn.edu
Trusted site: http://137.99.109.21

Warning: allowing this can expose your computer to secunity risks, [f
yaou don't trust the current Web page, chooze Mo

Please report any errors or omissions in this guide to:
Anne.L.Bennett@uconn.edu
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